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The NAIC Insurance Data Security Model
Law: Key Provisions and Adoption to Date

In the wake of numerous data breaches involving insurers, the National Association
of Insurance Commissioners (“NAIC”) undertook a nearly two-year evaluation of
cybersecurity and consumer data protection issues, and in October 2017, adopted
its Insurance Data Security Model Law (the “NAIC Model”).! The NAIC Model
generally requires insurers, agents, and other entities licensed by a state department
of insurance to develop, implement, and maintain an information security program,
investigate any cybersecurity events, and notify the state insurance commissioner
of such events.

While all 50 states and the District of Columbia have adopted data breach notification
laws,? prior to the NAIC Model, very few states had implemented cybersecurity
standards applicable to the insurance industry, with the notable exception of New
York’s regulation, Cybersecurity Requirements for Financial Services Companies.®
To date, eleven states have adopted the NAIC Model, as modified, including three in
2020. The adopting states are: Alabama, Connecticut, Delaware, Indiana, Louisiana,
Michigan, Mississippi, New Hampshire, Ohio, South Carolina, and Virginia.*

Inlate 2017, the U.S. Treasury recommended “prompt adoption” of the NAIC Model
by the states and further recommended that if adoption and implementation have
not occurred within five years, Congress pass a law setting forth requirements
for insurer data security, subject to state supervision.®

The key elements of the NAIC Model are as follows:

» Insurers and other entities licensed by a state department of insurance must
develop, implement, and maintain an information security program based
on its risk assessment, with a designated employee or third-party in charge
of the information security program, and provide an annual certification of
compliance.

* Compliance with the information security program can be phased in,
especially for oversight of third-party service providers.

» Licensees must determine the appropriate security measures to implement
based on careful, ongoing risk assessment for internal and external threats.

» Each cybersecurity event must be investigated, and the state insurance
commissioner notified of a cybersecurity event.
Read more on page 33
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* Insurance commissioners have the power to examine and investigate
licensees to determine compliance with the law and to require resolution of
data security deficiencies.

* Smaller licensees (i.e., less than 10 employees), those compliant with
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and
other agents are exempted.

* No private cause of action is created by the NAIC Model, nor does it limit
any existing private right of action.

In adopting the NAIC Model, states have taken varying approaches with certain
provisions. For example, the NAIC Model requires an insurer to notify an insurance
commissioner “within 72 hours from a determination that a cybersecurity event has
occurred.” Alabama, however, requires notice to the commissioner no later than
three business days after the determination of a cybersecurity event. In Michigan,
an insurer need only notify a commissioner within 10 days of determination of a
cybersecurity event. Michigan also exempts companies with less than 25 employees,
exceeding the NAIC Model's exemption for 10 employees.

Finally, the NAIC Model gives licensees one year to implement their own information
security program and two years to ensure oversight of third-party service providers.

Even apart from state adoption, like many other emerging norms in the cybersecurity
and data privacy space, insurers and other licensees would be well advised to
proactively adopt policies and procedures in conformity with the NAIC Model. >
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